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Citrix Secure Access for macOS devices

September 6, 2023

Citrix Secure Access app provides the best‑in‑class application access and data protection solution of‑
fered by NetScaler Gateway. You can now securely access business critical applications, virtual desk‑
tops, and corporate data from anywhere at any time. Citrix Secure Access app is the next generation
VPN client for NetScaler Gateway built using Apple’s Network Extension framework. It replaces the
legacy Citrix VPN client on the App Store.

Citrix Secure Access app provides complete Mobile Device Management (MDM) support on macOS.
With anMDM server, an admin can now remotely configure andmanage device level VPN profiles and
per‑app VPN profiles.

Important:

• Citrix Secure Access app supports Zero‑trust network access. In addition to the NetScaler
Gateway URL, you can also connect to the Workspace URL.

• For administrator‑specific instructions onCitrix SSO for iOS, see Citrix SSO for iOS andCitrix
Secure Access for macOS.

How to use Citrix Secure Access app from yourmacOS device

October 6, 2023

Install the Citrix Secure Access app from your App Store. First‑time users must create a connection
to NetScaler Gateway by adding the server. Existing users can connect to an existing connection or
add a new connection, and edit existing connections as well. You can also view the logs and take
appropriate actions accordingly.

First time user experience

After you install the Citrix Secure Access app and open the app for the first time, the following screen
appears.
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Enter the NetScaler Gateway base URL or the Citrix Workspace URL and click Connect.

A popup message appears. Click Allow to enable adding a connection. This message appears only
the first time. For subsequent new connections, this message does not appear.

Note: To log out from Citrix Secure Access, it is recommended that you first click Log Off in the app
and then quit the app from the dock. Do not use theQuit option from the dock.
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Connect to NetScaler Gateway

After adding the first connection, for subsequent connections, you can either connect to an existing
NetScaler Gateway or the Citrix Workspace or add a connection.

Add a connection

Enter the base URL (for example, https://gateway.mycompany.com) and the name for the VPN
connection.

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 4

https://gateway.mycompany.com


Citrix Secure Access for macOS

Connect to existing NetScaler Gateway

Select an existing connection and provide authentication credentials for your server and select Lo‑
gon.
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Reconnect to NetScaler Gateway after a VPN connection failure

Starting from release 23.09.1, Citrix Secure Access client for macOS prompts you to reauthenticate
with NetScaler Gateway when a VPN connection is lost. You are notified on the Citrix Secure Access
client UI indicating that the connection toNetScaler Gateway is lost and that youmust reauthenticate
to resume the connection.

Modify an existing connection

You canmodify or delete an existing connection.
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Modify the connection details as required.
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Secured connection insights

Starting from release 23.09.1, you can view the secured connection details that include the IP address,
FQDN, destination port, and duration of the connection. To view these details, click the hamburger
menu on the UI and navigate to Connections.

Local LAN access

Citrix Secure Access client for macOS 23.10.1 supports the Local LAN access feature wherein you can
determine whether you want to access the local LAN resources on your client machine once a VPN
connection is established. You can use this feature only if your administrator has configured the local
LAN access setting on NetScaler Gateway.

To enable the local LAN access on the Citrix Secure Access client UI, navigate to the home page and
enable the Allow Local LAN Access checkbox.

After a connection has been established, you can verify the status of local LAN access on the same
page.

Send logs

Capturing debug logs is a critical part of troubleshooting or reporting issues to Citrix Support. To
troubleshoot the logs, navigate toHome > Logs.

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 9



Citrix Secure Access for macOS

Select one of the following session log levels:

• Default: Prints the minimum logs for basic troubleshooting.
• Debug Messages: Prints all the logs.
• Verbose: Prints the verbose logs including tunnel messages and configuration information.

Starting from release 23.07.1, you can use the Maximum Number of Log Files field to specify the
number of files that you want to add for log collection. You can add up to 50 log files.

• ClickOpen Logs to view logs.

• Click Export Logs to export the logs to your local directory.

• Click Email Logs to send the logs over email.

• Click Clear Logs to delete older logs.

Note:

Starting fromCitrix SecureAccess formacOS release23.07.1, theEmail Logsoption is avail‑
able on the Logs page.
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Reference

For administrator‑specific instructions on Citrix SSO for iOS, see Citrix SSO for iOS and Citrix Secure
Access for macOS.
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